FUAN9N 2: AUNTNYINALITUAZLUATNAMATIN (Software Quality and Quality Metrics)

[

’Jﬁi]iﬂizﬁ\‘lﬁﬂ’]il:%&l‘l«li (Learning Objectives)

dnazaunsn

o fnununmgandlIasii A NUAAYYRIRUN NG BNALIS
o SPULATATUIBANYEAMATN 8 UTEN1TIINUINTFIU 15O 25010
[ ﬁﬂmmm%ﬂ@mmwﬁﬁﬂﬁm (Defect Density, Test Coverage, DRE)

o Uluwanunmlvliuszdiussuugenduas

o Wlanisfunu (Ro) vesmsnadeUaALIs

' o o v $ <

dauil 1: nMsianudilanunngenLls

AMNTNYBNAKITABDE]T (What is Software Quality?)

1813 (Definition): AL NLBAKISADIEAUTDIAINADAARBITENI KA AT wRNAWISAUAIUFBININSE Y IkagAy

RIEV PR BNCIK]

quuaﬁéﬂ qJﬁlJ“ (Key Perspectives):
Ly

UNBIVBIKLY (User Perspective): indsndudain1slaviselil Tudievseli
2. UNNDIVBIRWMUN (Developer Perspective): LantuaunsaUgesnwlavselil vl dulassadenfviold

3. YUNDIVDIFINY (Business Perspective): Sudsyarunlvivisalil Aurvsalyr

[

WA laAMAWASEIATY (Why Quality Matters)
ﬁ’)@fh\‘l%’lﬂiﬁﬂﬂ%\i (Real-World Examples):
1. 1309218598 Therac-25 (1985-1987)
o mwilemanavasmenA U lF S Al TIniguAusuavanesiun
o WAAWS: UnaluaauazideTinvaiesie
o awnguan: mimuanunnillfLaznmeaouliiiieme
2 4oRANATIANNSYDUIBVBY Knight Capital Group (2012)
o deRamanslunsldnusenduaslusanesiiunisidevis
o HATWS: UIANU 440 ANUADARITLY 45 W
5. Jaymmsissanuidafilinslavesialegh (20002010
o Uaymemangerduwasluniseuruiusndidnnsednd
o uadws: Msunfunanedudurialan

o fuvu: N1 3 Wudueeaanslunsvaldadems

AaNA9T (Key Takeaway): AUNNTILIA = Auvugs




dufl 2: TULAAANATN 15O 25010

ISO 25010: UATFIUAMNAFNTUAMNNYINAWIS

150 25010 TeNANANYUEAMNIN 8 Usens Tiaiunmunneensding:

1. AUMINZANVDIRIATUNI53197U (Functional Suitability) BoWALISYNATIAISaviNleWIolel?

5ﬂ1°}'§1.!$€jaﬂ (Sub-characteristics):

1%
Y o

o ANMUATUEIUVBINIATUNITVIN9U (Functional Completeness): Hilanduiisyylinianua
o ANUPNABIYAIINTUNTHINNUY (Functional Correctness): TaTUlviNaNS NG

o AMUIANNZENVDIHIAYUNITIII9IU (Functional Appropriateness): TariTuEMIBANAEAINTUNTYILTAITEYLT

% 1

ﬁl’JEJEJ’]\‘l'iS‘U‘UﬁEJ\‘lﬁ&!ﬂ (Library System Example):

=

@ (Good): AU mitladalvinaansignaes, nszurunssxldnulaetegndes

146 (Bad): Aum AU sdaNlunsItune, BunilsdeNduwan
'“agmaa‘u (How to Test):

e NAFRULAAE ARSI UTDANUUN

o ASUNAFDUUINLATAU (Positive and Negative Test Cases)

o MTIATITHAVOULLA (Boundary Value Analysis)

2. UseanSn1mn1sTdnsnens (Performance Efficiency) asinasiansnennslaniasiae
Anwouzdoy (Sub-characteristics):

e WOANITULIA (Time Behavior): DAINBUALDY, LA1UTEIIANE

o M3lENNEINT (Resource Utilization): CPU, N138AINLTN, LASDUNE

o AUY (Capacity): Indnringegn ({15, USunateya)

o/ 1

Gl’JE]EJ']\‘li#UUﬁE]\‘lﬁi!ﬂ (Library System Example):
=

@ (Good): HARNWSNNTAUMNLY < 2 FU¥, seSURlInTouiY 1000 AU

Laifl (Bad): Aumltiaan 30 Juni, dadesiugly so au

Lllﬁl%ﬂ (Metrics):
o LAMBAUAUDY (ALRdY, Waswulndn os)
e USunumsusyanana (Ae/Auni)

o MSHENTNEINT (CPU %, NUILAINUIT %)

3. AUANULG (Compatibility) @111509M9UTIWAUTEUUDU 9 lenseli?
Anuweuzday (Sub-characteristics):
o MM99Y3UU (Co-existence): aNMNTAYINUALIITUBONAWITOU 9 1

o N3919UTIAY (interoperability): @ saMANUAEUTRYATUTEUUBY 9 I

% 1

ﬁl’JEJEJ’]\‘l'iS‘U‘UﬁEJ\‘lﬁ&!ﬂ (Library System Example):

=

A (Good): TINTUgWTBYaTiAnvewWn T IMENdY, deeanteyaludy bcel

Laifi (Bad): vinlviAnAadaLdaiuszuuB 9 Tuinewe, sUkuudeyaanie



%’%wmaau (How to Test):
. W@ﬁaUﬂ’]ii']lIL%WﬁUi%UUﬂ']EJuaﬂ

o vageuMsiY/dieendeya

o VIAADUUULNAANDTUAIS)

173 1 ¥ | =

4. AUl (Usability) THudeiedla?
5ﬂ1°}'§1.!$$jaﬂ (Sub-characteristics):

o AIMNIZANVDINTFUS (Appropriateness Recognizability): TALININ WO LS?

=) v £ = V@ 1

AUEEUS (Learnability): {ldannsaEeuslaisalvwe
o ANUAEINTALUNTTNN9U (Operability): T8 LAl
nsUasiudernnainvasily (User Error Protection): Uasriudeiianainverly
qUNTEZVRdUAAADBHLY (User Interface Aesthetics): N11308NLUUTNAIAKAZLUINELR

AUEUNTA TN (Accessibility): asnsaldaulalaegiianiuiinig

GT’JE]E]"I\‘]i#UUﬁE]\‘Iﬁi!ﬂ (Library System Example):

@ (Good): N5 Mg, Tomudelanainfidaay, uduiunan

Laifl (Bad): wiyiiduay, liiitearutiewde, ldanansafaladmiugeuminge

ASnadau (How to Test):

Y a

o magouAAlEEAULLYAa (Usability Testing)
NSVAFDUAIINAINTAMUINIFTIRT (Accessibility Testing) - N1SUFURNIUNINTFIU WCAG

(] ﬂ']i’?@ L?ﬁ?IUﬂ']iVT'N']U (Time—to—complete—task Measurements)

5. ANUYRNBLA (Reliability) Y119 1upg 9@l @Nalne luTlANALa IS8 a2

é’nﬂmzéaa (Sub-characteristics):
o & i3 ¥ ] i
o AMUASIUNTIFU (Maturity): AuRIUBDBILA LY
aMunsauldau (Availability): WSoultaudiofoanisuselil?

AUNUABYDAANANN (Fault Tolerance): @111503ANSTDRANAIABE AU B lal?

AN TUNTSHAU (Recoverability): A13NT0AAUINANUAIMAILAVTR AL

o/ 1

Gl’JE]EJ"I\‘li#UUﬁE]\‘Iﬁi!ﬂ (Library System Example):

@ (Good): syAumUNTolta 99.9%, Tuiindeyadnludf, n1sdnnisteRanainogeadnny

Laifl (Bad): Tndmanniu, gapdetoyauiloiinteRanain, arlunsfauui

LA3N (Metrics):
o na’n,a?{mm’mmmﬁumm (Mean Time Between Failures - MTBF)
. na’n,a?{sﬂumisziaum (Mean Time To Repair - MTTR)
e anundenldnu % = (Laniavmn - namgaieL) / e x 100




6. ANNURABANY (security) Yosriudayalaniieslar
Anwazeay (Sub-characteristics):
e AYUAU (Confidentiality): Yasriunisiintistoyalnelaildsuoumyn
o AUANYTA! (ntegrity): Yosiunsudlatoyalaelulasuengyin
o 3lUURLAS (Non-repudiation): a’m'ﬁaﬁqﬁ]ﬁlﬁ’j’mﬁﬂizﬁ']Lﬁmﬁ'ﬁuﬁq
o AMUSURNYBU (Accountability): anunsaRamuMsnsElUS LouRmle

o ANUANTATUNITATIVTDURIAIINU (Authenticity): @135 NEAUFAIMULA

o 1

Gl’JE]EJ']\‘li#UUﬁE]\‘Iﬁi!ﬂ (Library System Example):

f (Good): SWANIUTNINTTE, NMSNAIMIUUNUIN, TUNNAISHTIFADU

1@ (Bad): ¥R ULULTRAMETSHYIR, lashldamsadheilesidudoua

Fonadau (How to Test):
o ASYAFDUNITWASNTUTTUU (Penetration Testing)
e NISVAABUNIIAN SQL (SQL Injection Testing)

o MIAdOUNTAGAUFINULAZNNSIIANS

7. ANUENTATUAITUNIITNE (Maintainability) wilvuazusuuseladewalug
ANWULEDY (Sub-characteristics):

o andulugans (Modutarity): Usgneumediulszneuiiiudase

AMuEsaTuNISUINAUNTIY (Reusability): @snsaltaiuUszneulussuudu o 1o

AMUEINNTATUNITIATIZA (Analyzability): $18lunsiladetdym

AMUEINT5aTUNSUSUURBY (Modifiability): $18lunisunlulaelaiidndeunnses

AUAINTAIUNITNAGBY (Testability): 18lunsnaaaun1sUSUlaeY

% 1

ﬁl’JEJEJ’]\‘l'iSUUﬁEJ\‘lﬁS;!ﬂ (Library System Example):

A (Good): lAAwUUlLgANS, Lenansitaiaw, NMsnadeUATaUAqY

46 (Bad): WnaUAAR (Spaghetti Code), laifimanandiu, matUdsudaniainateynogns

LRSA (Metrics):
o AVUTULDULUUINTINT (Cyclomatic Complexity)
o ANUATOUAANUBILAR (Code Coverage)

o helAnNIUgm (Code Smells) - PINAITAATIZAUUUALT

8. AUANN5OIUNTUSURY (Portability) ToulUssan nuandeudulsieuelng

Anwouzeoy (Sub-characteristics):
e AUANWNTALUNITUSUAD (Adaptability): @unsaUsudmlAdAvanmndauaiee) 1o
o AMNE5TUANSAARS (Installability): amgﬂﬁdwﬂuamwLL’mé’awm6]

o ANMUANNTATUNISIUABUY (Replaceability): #13150LNUTNANS A RONALITDULA



% 1

ﬁl’JEJEJ’]\‘l'iSUUﬁEJ\‘lﬁS;!ﬂ (Library System Example):

A (Good): ﬁ’muuu Windows/Mac/Linux, Docker Container, W%E]NI%IU?SUU?]&’H@(

Laifi (Bad): ¥IIURNILUL Windows XP 11U, AHlON5AARY 10 9107

ANAADU (How to Test):
o VAFBUUUITTUUUURNT#N9
o VIABUUULUIIIYDTHINY

o yagaUNsTUIUNSUSUTY (Deployment Process)

d9Ul 3: LUASNAAIN (Quality Models & Standards)
M uAD9TAAMAIN (Why Measure Quality?)

‘Aadldlanunsndnnisdeiinailaianunsainla’ - peter Drucker

Uszlgytvaaundn (Benefits of Metrics):
o Aamuemuinviidienaiiuly
o seyiuindiam
o dnaulalnedadoya

o Hoansnuninegiandunans

LWASNAMNINAFIATY (Key Quality Metrics)
1. AUNRULUUVBITAUNNTDY (Defect Density) HUN (Bugs) NFMaUTanLIgvaIlAR?
Qﬁli (Formula):

Defect Density = ITUIUTBUANTDY / VUIAVDILONALIT

199 YuRaLsalu:
- USS9IAUBILAR (Lines of Code - LOC)
- Wﬁﬁ%’uwaaﬁ (Function Points - FP)

- ANBINOYRA (Story Points)

A19814: TYUUWRLEYA (Library System)
o YDUNNIDIVIUUATINY: 45

o UIIVINVDILARM: 15,000
e  Defect Density = 45/ 15,000 = 0.003

YBUANTBDI/LOC = 3 VBUANIBDY/KLOC

an%mmigﬂwaaqmmwniim (Industry Benchmarks):
o 01 TBUANTBYKLOC = BaALDEY (Bxcellent
o 1-59YBUNNTDIKLOC = A (Good)
o 510 VBUNNTBY/KLOC = UIUNAY (Average)

e 10+ UDUNWIDI/KLOC = L3iA (Poor)



Aliuanazlsnuisn (What it tells us):

a 6 a a
. YIFYIN
Aaa

o Wisuisuluvialugaivefumiunniideym

o

o AasnundlonanduluiienAnuuiuls

2. AUATBUARUYBINITNAGAY (Test Coverage) IiNsvmaaulanivinlng
‘UiSLﬂVI‘UENﬂ’J']&IﬂS’e)‘UﬂQ&I (Types of Coverage):
n) ﬂ'mam'iaijﬂqamaaﬁﬁé"ﬂ (statement Coverage)

Statement Coverage = (AI&ITIRLIUNTITUED / FEaMIR) x 100%
) m’mmauaqmaqﬁ'a (Branch Coverage)

Branch Coverage = Aesudunsuds / Autemun) x 100%
M) ATUATEUARNVDINIATY (Function Coverage)

Function Coverage = (WIATUAAUAUNITHAT / HINTUNITUA) x 100%

fnag.: i#‘U‘Uﬁa\‘lﬁi!ﬂ (Library System)
function calculateFine(dayslLate) {
if (daysLate <= 0) {
// Branch 1
return O;
} else if (daysLate <= 7) {
// Branch 2
return dayslLate * 5;
}else {
// Branch 3
return 35 + (dayslLate - 7) * 10;

nSINAEaU (Test Cases):

// nadau 1: #5381 (On time)

calculateFine(0); // AsUARN Branch 1 v

// NAEBU 2: 8191 wAbEUAWSN (Late but within first week)

calculateFine(3); // As8UAgN Branch 2 v

// NA@Esu 3: a1t1unnInduast (Late more than a week)

calculateFine(10); // As0UARN Branch 3 Vv



ﬂ’J’]SJﬂ'iEJUﬂQ&Jﬁ‘U'ﬁq (Coverage Achieved):
e Statement Coverage: 100% (ANLHUNITUITVIAVIIUURA)
e Branch Coverage: 100% (oRaiavium)

a ¥ &
e Function Coverage: 100% (Fenlaandu)

&l"lﬁl'ig’]u‘llﬁNQC‘lﬁ’lViﬂi'ﬁJ (Industry Standards):
e Unit Tests (NSNAGBUNUIY): Lﬁmmammmamqu 80-90%
e Integration Tests (NSNAABUNITIIN): Lﬁ?ﬁﬂ’]ﬂﬂ?’]ﬂﬂi@Uﬂ@N 70-80%

o o

o E2E Tests (MSVAd@ULUUUMERBUAY): wWudunanddy (aliwesiwudnnunseunqu)

A9d1A8Y (Important): ANUATBUARH 100% » LTIUN!

Tuneanuilaagnafiunismegeuudy ildvanganuitlivaasuetiagneies
The Coverage Paradox: 100% Coverage # Bug-Free Code

7179819934 (Real Example):

/7 WA n139I6UaY

function divide(a, b) {

return a / b; // USSViALAgI uadviade edge cases

// Test case 172'27&/‘14
test('divide should calculate 4 / 2', () => {

expect(divide(d, 2)).toBe(2); // v/ Pass
D;

NAANS (Results):
. Coverage: 100% wWssiaaLasunswaD)
(] Test Pass Rate: 100%
o X Uu# bugs g\i@é!

divide(5, 0);  // Infinity X

divide(0, 0);  // NaN X

divide(-5, 2);  // -2.5 (@19R9915%a?) XK

divide(5, null); // NaN X

=
UNL58U (Lesson):

o a

o Coverage InLils TAngnanTiunvsaly’

P v =

e Coverage hidn lAnYEeignApanseby"

Y

o ABINAUNAIU: Coverage + Test Logic Quality



3BuA (Solution):
// V90U edge cases DYNLANZHL
describe('divide function', () => {
test('should divide positive numbers correctly’, () => {
expect(divide(4, 2)).toBe(2);
expect(divide(10, 4)).toBe(2.5);
;

test('should handle zero dividend', () => {
expect(divide(0, 5)).toBe(0);
D;

test('should return Infinity when dividing by zero', () => {
expect(divide(5, 0)).toBe(Infinity);
;

test('should handle negative numbers', () => {
expect(divide(-10, 2)).toBe(-5);
expect(divide(10, -2)).toBe(-5);

;

test(‘'should validate inputs', ) => {
expect(() => divide(5, null)).toThrow();
expect(() => divide(undefined, 2)).toThrow();
;
;

3. UseANSn1N15A13ndaunnsad (Defect Removal Efficiency - DRE) US¥anNSHavasnisnageulunisausmuniiaslay
Qﬁl'ﬁ (Formula):

DRE = (UUANTDINNUNBUNSURBYAD / VBUNWIBINIVNA) x 100%

a9

YDUNNTDININUA = TBUNNSDINNUNBUNISURBEAT + VBUNNTDINNUNRINISURBEA

A19E19: FEUUWDLEYA (Library System)
o Jaunwsesnnulunisnegeu: 4
o Jounwsaannulaegld (3 houwsn): s

o YDUNNWIDIVIINUA: d5 + 5 = 50
e DRE = (45 / 50) x 100% = 90%



ansz/‘immg'm‘uaaqmmwnsw (Industry Benchmarks):
e 8595% = (Good)
o 9599% = #aALHYY (Excellent)

o < 85% = élj’ejﬂﬂ’]iﬂ%l]ﬂ?ﬂ (Needs Improvement)

Fetluanazlsnuisn (What it tells us):
o USLANBNATDINTZTUIUNISNAADUVBILS

e  DRE 7ig9nI1 = Younwnsetisuninfelyd

o AasnudlonadiuluiiegAnuuiuly

4. 3NFINFUJUANIMAGDU (Test Execution Rate) iNsvaaaulaLsualmg
Qﬁli (Formula):

Test Execution Rate = 3NUIUNTUNAZBUNAWAUAT / F394380

779819 (Example):
o NSEINAABU 500 NTEAWTUAITIU 5 TU
e Test Execution Rate = 100 NSEINAFDU/TU
fUszlovddniu (Useful for):
o MTIUNUAITNASNAABUY
o EYABYIANITINGIU (Bottlenecks)

o UszanuMsMuuANAIlATING

5. 9AFINITNIU/AUNA (Pass/Fail Rate) NIUNSNAFBUNLUBDSUUH?
Qﬁli (Formula):

Pass Rate = (NAABUNKIY / NAABUVINUANAIUNT) x 100%

fnag14: 53U‘Uﬁ€l\‘lﬁi§ﬂ Sprint 3 (Library System Sprint 3)
. VI@?'@UV]’;Q%NWI 200
o NIU: 180
o AWYAYL 15
o gnuden: s
e  Pass Rate = (180 / 200) x 100% = 90%

A15AANY (Interpretation):
o 95100% = S¥UULENeTAINLaTNSauUaRYs
o 85:95% = HUgYINUY, D19ABIYITULNLLAL

Ao (9 o

o <85% = Ugymiiinedfry, dilunsoulaouda




6. 1228 1UN1I5MTIFIU (Mean Time To Detect - MTTD) AUMNIUN LGLIAIUIUWINIAT?
Qﬁl'ﬁ (Formula):

MTTD = ANYRNUAINUIINUNDINITATIATU / I1UIUUN

fn9819 (Example):
o unUntuIuN 1
o AIVTUUNIUTUN 5

e MTTD=474

8991896 - Usrtan1suuamsneaeuniusyavsng

7. naaaglun15YgauLwd (Mean Time To Repair - MTTR) WA luUnlEha 1w umnlng
Qﬁl'ﬁ (Formula):

MTTR = AMVNARINNISATIITUUNDTINISHALY / S1uuUn

fn9819 (Example):
e 19U INTUNS 1381 9 Tua
e uilvwazasIvEeuUNluuSIAIS LIa1 14.00 Y.

e MTTR = 29 971314

6
g

ALRAYYDIRAEIMNTIH (industry Average): 24-48 Tl mMTUUNNAARY

dufl o msﬁuvguwmmwmaau (Return on Investment (ROI) of Testing)
AUNUYBIAMNTIN (The Cost of Quality)
niavmi?\m’l’unwaqqmmw (Cost of Quality Framework):
1. AunuN13UaaiU (Prevention Costs) - 13430 (Proactive)
o MsAnaeURMAGOU
o  NINTINABULAR (Code Reviews)
o infesdlomnaaeudnlula
o NFIUNUAMNIN
2. AUNUNITUIEEU (Appraisal Costs) - NSATIATU (Detection)
o MIUNURMINAFRY
o MItIFANMIIREBINTTNAGDY
o ﬂﬁiﬂizﬂ;mmwaaU%Uﬂwém (Bug Triage Meetings)
o NTATIVADUAUNIN (Quality Audits)
3 AUNUANMNAUAINTIETY (internal Failure Costs) - NUABUNTUABEA (Found before release)
o  MsuiIuNNTasUazLilutounnses
o MINAEDUBNATE (Re-testing)
o gduUsEANSHAYDINITYINAIU

o MsUEinwInIainagey



4. é’uvguﬂ'a'mé'mma'amﬂuan (External Failure Costs) - WUWGIN15Ua08F (Found after release)
o msaduayugnm
o unadgnidu
o grydedeides
o ANUFURAYBUNNYUNNY

o dwuduanan
Y v U

4] 1-10-100 (The 1-10-100 Rule):
o st iaunlulun1sWaun (Development)
o s10 BN IUNISNAFDU (Testing)

o 5100 WiBWATUNISHER (Production)

N1ATUIUNITAUNUYBINITNAGBY (Calculating ROI of Testing)
Qﬁl'ﬁ ROI ﬁugﬂu (Basic ROI Formula):

ROI = (Uselawtd - Auvl) / AUNU x 100%

fnadns: ‘JSUUﬁENH&M (Library Management)
A07UN198] (Scenario): 151ATANUlUN INAGRUSHLLITAVS 0l
¥
Gl‘l«l‘](!u (Costs):
o IASaIlaNInadausmlul®: so (I Playwricht/est - 3)
e LIAINSHNADU: 40 TILUY x $50/F7LL9 = $2,000
o MSWAIUNEASUASUA: 160 TILUL x $50/H7L9 = $8,000

o AWUNINUA: $10,000

Uselov (Benefits) (A1aU):
o LAMNINAADUMILAULDITIVIEN: 400 TILIN x $50/F3La = $20,000
$ do P v O ) a
o UNNIULAST (Shift Left): Uaeriuun 10 A7lUA1SHER
o FuvusiBUNtUNIINER: $2,000
o USENIN: 10 x $2,000 = $20,000

2 a dg £ a ! o )
AULSITOUNTNARNLIIVY: WUUABYAD 2 ﬂid/‘laj

o swlasauassii: $15,000
o 518lAMLAY: 2 x $15,000 = $30,000

UseTevunaviun: $70,000

ATSATUI ROI (ROI Calculation):
ROI = ($70,000 - $10,000) / $10,000 x 100% = 600%

isammﬁuvgu (Payback Period):

L= S A
Payback = $10,000 / $70,000 719U = 0.14 U ~ 1.7 LAY

a3U: Wunsamuiisendeyl Aunulunaniesnii 2 Weu



lun1snaaaudeldlinnadan (Why Testing is NOT Optional)
NaN15398 (Research Findings):
1 AsANYIad 1BM: SnAiwuly production SR 15 Wiwatndinuluniau
2. NN5398VDY Capers Jones:
o TAsNS7IE DRE < 85%: LAUIUUSTIQL 50%
o TAsNS7I DRE > 95%: ATINUIUUTZL ISR
3. AUNUVBINITVIAAMNIN (Cost of Poor Quality):
o Tassmswenduasiade: 25-40% vossudszanaldlunisuilerig (Rework

o PENISNAABUNA: 5-10% THLUNITWALIYING

v
Yayaa3u (Bottom Line):
nsnadeuAenisawmy Lldauyu

UNSNAADU = 31811NTUIUN18E

Quality vs Cost Trade-offs: LIDABIANAAAMNINLALAUNU (When to Compromise?)
A1m3¢TuTa90U (Real-World Truth):

luillasensiuusindnenseud sdesdadulasgrsugaain”

ﬁﬂ"lun’]‘jﬂj‘ﬁ 1: Startup MVP (Minimum Viable Product)
dganunisal (Scenario):

o NNEYINT: Uey (12 §AIUI, 2.4 FUA)

o ANUABING: SAaSWTea A

o w < 2 |
o AR ANITULULE (Feasibility) 1INNIAUNTNEN

Strategy:
InAa: Black Box testing + Manual testing WU
°?9.Ij']ll: White Box, Performance testing, Full security testing
3 4 1% o w
Coverage: 50-70% AW (LUULEUNISEIATY)
DRE: 70-80% &auSUlA

x 1&]@’1}@&: CI/CD pipelines, Load testing, Security scanning

779819 (Example):

MVP Library System:

2 dUaei development

2 testing wh*ifu

- Bug MuruIneausule (a2 fix T vi1)
- Metric: DRE 75%, Coverage 60%

U [ 1 Y v Y, = o ydd?
- NeaNa: ‘Uauimmmmm 1@W®LLUﬂ yilinay




ﬁﬂ’]Uﬂ’]iiﬁﬁ 2: Enterprise System
darun1sed (scenario):
e VISWYINT: UIN (Team 10+ AY, S¥8LYD)
e AMuFRINT: sruueadedold uduns 247

o w

o anudfty: aunmdudsddyasan

Strategy:
. I‘Wﬁ’ﬁ: Unit + Integration + E2E + Performance + Security
o Coverage: 85-95% Wvine
. DRE: 95%+

% a
[ MU CI/CD, Load testing, Security scanning, Chaos engineering

f19819 (Example):
Enterprise Banking System:
-6+ LAOU development
-2 LB testing + QA
[ £ 8 [ v v
-antesunyeusuldle
- Metric: DRE 96%, Coverage 90%

- HAANS: STUULEnes Usendnannun production

daunisalf 3: Safety-Critical Systems
#01un158i (Scenario):
o ANWAIAY: UN 161 = vaneTInvEeRuransdu

e F19YN HIUBUA, DINFLIY, LSINYIUIA, SUIANS

Strategy:
. Coverage: 100% statement + branch coverage
. DRE: 9%+
(] Formal Verification, Stress Testing, Penetration Testing

o [ apuiisunasmssuseanasgiu

fn9819 (Example):

Medical Device Software:

- Strict FDA certification required

- 100% code review + formal testing

- DRE > 99.5%
- HUNUNAADUDID > AUYUNAIU

- AANURINSUURNTIR = laifis1en




Decision Matrix: LA®f Quality Level 63152

Type of System Coverage DRE Target Testing Time
MVP / Prototype 40-60% 60-75% 10% effort
Standard App 70-80% 80-90% 25% effort
Enterprise 85-95% 95-99% 40% effort
Safety-Critical 100% 99.5-99.9% 50%+ effort

< [ o
LMANAUNTISANAUTR (Decision Tips):

Loy Undldunuuinlvge

2. oy sesilanunseultanuwinlug:

3. o1y diesnnudasasy/anududiusvseli

g Andula: sERuAMNINTLNT AL

dauil 5: M3E1EANITAUIMNASN TUNISUUR

danunisal: iSUUﬁﬁ)\iﬁu‘ﬂWﬁ\‘m'\ﬂ Sprint 3 (Scenario: Library System After Sprint 3)

doyainvun (Given Data):
@0AlASINNS (Project Stats):
- USSTInYB9LAR: 15,000

- Hang: 350

- YA (WAL 5 AU + EVAdDU 2 AU

Y

NANIINAFDU (Test Results):
_ nsdivadeuanun: 200
- vndeUTiHI: 180
- vndouTiduman: 15

- adoutignuden: s

£ ¥ |

D3aUDUNNIDY (Defect Data):

- Yaunnsasnnulunsnaaaunuig: 20

- YaunnsasnnulunsneaaunIsIIL: 15

- YaunnsasnnulunisneaausLuy: 10

- JounnsasNnulunISNAEBU UAT: 5

- founnsasinulaedly (Aouuwsn): 3

- YRUNWIBINIVUA: 53

AINUATBUARUYBILAR (Code Coverage):

- ANUATOUARUUYDIANHA: 85%
- ANATOUAQUTDINA: 78%

- ANUATBUARUYDITHAATY: 90%




$1957196981 (Timeline):
- 5¥8LLa7 Sprint: 2 AUA

- anmMsUFuRnsageuTiaiNe: 5 Tu

ﬁm’;mmm?nﬁmm (Let's Calculate All Metrics)
1. ATURULUUVDITDUNNSDY (Defect Density)
Defect Density = 53 YBUANSBY / 15 KLOC = 3.53 UDUNWIBIY/KLOC

MsUsediu: f (lutae 1-5)

2. AUATIUARUVBINITNAGHDY (Test Coverage)
AINUATOUARULAAY = (85% + 78% + 90%) / 3 = 84.3%

MsUseu: A bnasdn 85%

3. U52ANSAMNA1SANAAYBUNNGDY (Defect Removal Efficiency - DRE)
YOUNNTDINOUUABEAT = 20 + 15 + 10 + 5 = 50

YDUNWTBINIVUA = 50 + 3 = 53
DRE = (50 / 53) x 100% = 94.3%

AsUsEEIN: samwdayl (> 90%)

4. INFINISHIUNIINAGDU (Test Pass Rate)
Pass Rate = (180 / 200) x 100% = 90%

A5USEEN: A STUUTENYSNINABUVINUNN

5. 903MTUJURANIINAHDY (Test Execution Rate)

Execution Rate = 200 IA&BYU / 53U = 40 NIARDU/IU

6. TAUNNIDINNTLAUNISNATAU (Defects by Test Level)
ANSNAADUNUIY: 20 TOUNNTDI (38%)

ANSNAABUNITITIN: 15 VBUANTDY (28%)

ATNAFDUTLUU: 10 VBUNNTBY (19%)
UAT: 5 JaUNNIDI (9%)
Production: 3 YAUNNTDY (6%)

fAensnszanenal Sudlngvestounnseslugisusn

Gl
- @NNRBILUUTEITEUNANTd .  3.53 Yaunwsiad/KLOC
— ANUATBUARNVBININAFBY & 84.3%

- DRE: 94.3%
- 8N 90%
- aanmIljuaminesey 40 nesou/ %

S madfiunw: wiuddesdld vV




Metrics Anti-patterns: nsIHUASALUURA (Common Misuses of Metrics)

Anti-pattern #1: Chasing Vanity Metrics
Uy (Problem):
QA Manager: "t51789L# 100% coverage!”

v A P - | 1% a
Developer: "QULIYU test WiMﬁWﬂQJJLW@IM coverage bW

NaaNS (Result):

¥
v o

v Coverage: 100% (AUAIYIN!)
X Quality: 8Aa9 (test lalfiAunung)

X Maintenance: Tougher (test lmﬁ)

f19819 (Real Example):
// Developer Wi coverage lnavindau getter/setter filsiddty
class User {
constructor(name) {
this.name = name;
}
getName() {

return this.name;

// Test (I5anuvuney)
test('getName returns name', () => {
const user = new User('John");
expect(user.getName()).toBe('John'"); // Trivial test
;

ad ¥

25UN (Solution):
v aath coverage ﬁaumaama (70-85%)
V TNAE: Test important logic Tlailavianun

v Code review: ATIAABUAMAINVD test Lillianizdnuiuy

Anti-pattern #2: Gaming the Metrics
Uy (Problem):
Manager: "DRE fiaaidu 95% Fulur

Tester: WAL inject bugs U 4&3 find i — DRE g«



WNAANS (Result):
eV DRE: 95% (@uL1!)
e X Actual quality: 13j§ﬁ]%ﬂ 9 MNAvsel

o X Trust: W@UATNEN

ad ¥

540 (Solution):
o VM Bugs found by QA vs Bugs found by users (A7 80:20 %ulﬂ)
eV Monitor: Defect escape rate LfIE]L’]a']B\hu‘lﬂ

eV Focus: ‘U%J‘U'UEQ process hﬂsﬁlLﬂﬁN metric

Anti-pattern #3: Misinterpreting Single Metrics
Uy (Problem:
UNi38u: "Pass Rate 95% = LUsknsuA!"

WAA2LD34: Test 100 Vo wall 90 Ga1du trivial happy path

§29879 (Example):
// Happy path tests Wi (95% pass rate)
test('add should add two numbers', () => {
expect(add(2, 3)).toBe(5); // V Pass

expect(add(10, 20)).toBe(30); // V' Pass
D;

// aifl edge cases

// add(-5, null) — ?

// add(undefined, undefined) — ?

ad 14

5L (Solution):
o« V ANAY metrics nSauiy (triangle: Coverage + DRE + Pass Rate)
e V ANIINTZINYUBY test (positive, negative, edge cases)

oV 0N "SEUUNNSDY release 30 bul? lld@nie "metrics Ansalyl"

Anti-pattern #4: Over-relying on One Metric

Uy (Problem:
Coverage = 100% — "loiA release ot

Waaws: lUsunsudatesluniswan (Edge cases lilavaaeou)

fn9819 (Example):
function calculateTotal(items) {
let total = 0;

for (let item of items) {

total += item.price; // Covered v



}

return total;

// 100% Statement Coverage ﬁwmimaauﬁz
test('calculateTotal works', () => {
const items = [{ price: 10 }, { price: 20 }J;
expect(calculateTotal(items)).toBe(30); // v/ 100% coverage
;

// wsilallemageu:

calculateTotal(null); // Crash
calculateTotal([]); // Edge case
calculateTotal([{ price: '10' })); // Type error

ad 14

9N (Solution):
e V 1‘8} Metrics Triangle: Coverage + DRE + Test Quality
oV gusudiilonasuly lily snapshot

e V 'i'JllﬁIU: Manual testing, Code review, User feedback

x Anti-pattern #5: Setting Wrong Targets
Uy (Problem:
Manager: "#iu B 16 90% coverage 151604l 95%!"

ANUISE Y B A UUNEEY 151909 70% Ane

ad v
25LLA (Solution):
V it mudssnnszuuldlelseuiieu

Vv UsgdR: "unnsnu 70% bugs Hsvaulnur — 1 75%

Quick Checklist: lA3NQNABIMTBLY?
V Metric § actionable insights?
V' Metric ABUANDNTINT?
v Metric lala@nansa game e
v # multiple metrics iy

V Trend ATUVSOWERI?

v Wigufiu Baseline n3sunAlilignanvingsw




WaulawuASNAUMALANISNAFDU (How Metrics Guide Testing Strategy)

"Wn3n = wHuivenauivemadeueylsuarnaaeuwA "

ISO 25010 — Test Design Strategy

ISO 25010 Attribute dnwuzyay Testing Strategy Key Metrics
Functionality AMUATUDIU Black Box (EP, BVA, DT) Defect Density
Performance LA UEAUDY Load/Stress Testing Response Time, Throughput
Compatibility Interoperability | Integration Testing Integration Success Rate
Usability Learnability Usability Testing User Error Rate, SUS Score
Reliability MTBF Reliability Testing Mean Time Between Failures
Security Confidentiality | Security Testing Vulnerabilities Found
Maintainability Analyzability White Box, Code Review | Cyclomatic Complexity
Portability Adaptability Cross-Platform Testing Platform Compatibility %

Coverage Metrics — Test Level Selection

Unit Tests (White Box):
}7 Coverage Target: 80-90%

}— Focus: Statement + Branch coverage

}7 Tools: Jest, pytest
L

Metrics: Function coverage, Line coverage
Integration Tests (Gray Box):
}7 Coverage Target: 70-80%
}— Focus: Module interactions, API contracts
}7 Tools: supertest, Postman

Metrics: Module integration success %

E2E Tests (Black Box):
}7 Coverage Target: 60-70% (critical paths)

}— Focus: User workflows, business scenarios

}7 Tools: Playwright, Selenium

Metrics: End-to-end success rate

DRE — When to Stop Testing
DRE Lifecycle Tulusana (Project Timeline):
Week 1-2 (Early Testing):
}— DRE: 20-30% (£14%1 bugs Lea)

}7 Action: ¥ defects 1957 — Unit + Integration tests



L— Goal: a8y Functionality basics

Week 3-4 (Mid Testing):
— DRE: 60-70% (1§ majority bugs)
}7 Action: ‘Vn%'auua edge cases — Black Box + exploratory

L — Goal: naaeuTaszuy

Week 5-6 (Final Testing):
—— DRE: 85-95% (811 bugs Aimde)
}7 Action: Exploratory, stress testing, security

- Goal: fum bugs Tuga

Release Readiness:

L DRE A79%: 90-95%+ AUUIELANTZUU

v a

fndaula "gausula":
01 DRE > 90% + Pass Rate > 95% + Coverage > 80%

—> W38y Release 16l (usisiaag Defect profile)

Black Box vs White Box: t@anuwuulviu?
sndulalasldunin:
Laaﬂ Black Box Testing 5’1:
}— Coverage EQJ’W%’] < 60% ((;{’EN cover basic functionality)
— bRE 61 < 70% (971 bugs Ieeez)

L User-facing features (FDINAADY user perspective)

LE®N White Box Testing 1
|—— Coverage A > 80% WA (m?huﬁhi cover)

|—— Complex logic (if-else, loops BLEDE)
I ) . v &
Cyclomatic complexity &4 (ADINAFDY paths NIANUA)




#ata6nqlU (Upcoming Topics) AULUATA
Week 3: Test Planning

;1‘%’: Defect Density targets — NuuA test scope

Week 4-5: Black Box Testing

l—lﬁﬁ: Equivalence Partitioning — ani1u3u test cases

(W@ 50 EP = W@y 1000 random tests)

Week 6: Static Testing
;1‘%’: Code coverage + Cyclomatic complexity

— dndula code areas vuAag code review

Week 7: White Box Testing

;1‘%’: Branch coverage — Wla31 covered vianun

Week 8+: Automation
l—lﬁﬁ: Test execution rate, automation ROI

— snaula automate v

Quick Reference: ISO 25010 & Metrics at a Glance
ISO 25010 Attributes Cheat Sheet

# Attribute Definition Simple Check

1 | Functionality  vh@sfidesnsle? Test all features

2 Performance MSmensolil? < 2 sec response time

3 Compatibility Vaufuszuudule? | Test integration, cross-platform

4 | Usability Tganudnglw? Usability testing, WCAG check

5 | Reliability v‘iﬂmugﬂﬁauaua? Stability, MTBF

6  Security Uaenselnu? Penetration test, OWASP check

7 Maintainability = unlodelu? Code review, complexity analysis
8 | Portability Aamauuszuusuld? | Cross-0S testing, Docker

Metrics Decision Table

Metric Target What it means Red Flag
Defect Density = 1-5 /KLOC = Few bugs per 1000 LOC > 10 /KLOC
Coverage 80-90% Most code tested < 60%

DRE 90-95% Find most bugs before release = < 85%
Pass Rate 95%-+ Most tests pass < 85%
MTBF > 30 days = System stable < 7 days

Response Time < 2 sec Fast enough > 5 sec




Metrics by Project Type
MVP / Startup:
}7 Coverage: 40-60% (Quick to market)
— DRE: 60-75% (Some bugs OK)
— Timeline: 10% testing effort

L— Tools: Manual + basic automation

Standard Application:
— Coverage: 70-85%
— DRE: 80-90%
— Timeline: 25% testing effort

L Tools: Unit + Integration + E2E

Enterprise System:
}— Coverage: 85-95%
— DRE: 95-999%
— Timeline: 40% testing effort

L Tools: Full test pyramid + performance

Safety-Critical:

}— Coverage: 100%
— DRE: 99.5%+

}— Timeline: 50%+ testing effort

L— Tools: Formal verification + certification

UsztudIAYiRoedn (Key Takeaways)
eI (Quality Definition)
o ANAIN = MIATIWUTBAMUA + ATIWUANUAIANTIVRILY

o unmBWIAIEMU: §IT, i, 5379

ISO 25010

o dnwazAuAIN 8 Usznislinsaumsinnufiasaungy
o LsavanuwarlanwMLYDY

o ldlusensnsiaaeudmsunsusudunmunin

IIAINAMAIN (Quality Metrics)
o wsniliRunmIuysily (Objective) wazIald

e LUATNUAN: Defect Density, Coverage, DRE



o Famuunsnillenamiuluiieguuiliy

o THwussniiasndaula luldiesieuminiu

N1SAUYUYBINITNATBY (ROI of Testing)
o mMnaaeufensay lallifunu
< 1 v a
o N9 1-10-100: WA kUST 9 PreUsENdnRY

e AW ROILNOUTUMTAWUAUNSNAGBY

YONALITTNAMAINGS = FUYUTIUAT

9 Y

mwﬁmwamﬁ"’u‘lﬂ (Common Mistakes Students Often Make)
ANUAANan #1: WaBUWA3NWEE = fgzumwﬁ
Aefindnan:
"Defect Density 3.5, Coverage 85%, DRE 94%, Pass Rate 90% —> lUsunsua!"
AN
V' Metrics ﬁua LLG]I...
X Test cases ’eJ']"x]L'ﬂu trivial happy path
X Edge cases 219 kuilannaa

X Performance, Security awé’fﬂzjﬁ

Wud (Fix:
quien 3 dailsaitu:
1. Coverage (broad): AsauAgulAnLissnevsaly?
2. DRE (deep): #1 bugs leleagualuu?
3. Pass Rate (quality): Defects finufuelu?

o
Y v

1919 3 YA = NIDY Release

AURANAA #2: TULAR LOC (Lines of Code) laign
gywiniudiu:

// wiandl msHU 1 usSVie wise 5 ussvia?

// WUU 1 U5

const total = items.reduce((sum, item) => sum + item.price, 0);

// %UU 5 U350

let total = 0;

for (let item of items) {
total += item.price;

}



aga

Ww/NYN (Correct Way):
° 1‘191} Automatic tools (ESLint, SonarQube)
. iﬁﬁU: Comments, Blank lines

o iU Physical lines U8 source code

// 1% npm library

const sloc = require('sloc’);

sloc.countFile(app.js', (result) => {
console.log('Total LOC: ${result.total}’);

;

AUAANAIN #3: AN Pass Rate 100% = WUTUNTUANY TS

3
a

Aefiiuase
Pass Rate 100% (30/30 #11) VS DRE 60%

— 9ums18! Defects Sawazlunisndn

LWARNE:
o Test cases D1VVUULE
®  Happy path tests RURb5

e  Edge cases lailsmmaau

.
1729819 (Example):
// Test 9 "sn’ uallaid
test(‘process payment’, () => {
const result = processPayment(100);
expect(result).toBe(true); // N/ Pass
;

// wekdlanaaeu:

processPayment(0); // Edge case

processPayment(-100); // Invalid

processPayment(null); // Type error

processPayment(‘abc’); // Type error
U

ANINTTINYVDI test:
- Positive cases (Happy path): 30%
- Negative cases (Invalid): 40%

- Edge cases (Boundary): 30%



gUsELAM bugs TWu:
- Functional: 60%
- Security: 20%

- Performance: 20%

AMURANANN #4: 1Y metric gnnaula
779819 (Example):
Udn: "Coverage 100% — Ready to release!" X

93399:  "Coverage 100% but only happy paths — Many bugs in production"

Amaungn:

Metrics G’IJEN@] 3 316 (3D):

[

| Coverage (Breadth) | — msaupgulin?
| DRE (Depth) | «— %1 bugs laan?
| Test Quality (Design) | — Test Avsabal?

[

1%
g v a =

719 3 AIABIR 9UABANY

AMURANANN #5: WnUASN "NU" wlgnanun
Usyn:
v A (Startup): 7y B (Enterprise):

Coverage 50% Coverage 90%
DRE 70% DRE 96%

Town v/ Town v/
Wisuiu: 7iu s Andn X (dla)

AU
e Startup MVP: 50% coverage 1 (#9432)

e Enterprise: 90% coverage @89 (AD4LFOND)

ag v
AGLN:

A1 metric MUUTLLANTZUU:

MVP: Coverage 40-60%, DRE 60-75%
Standard: Coverage 70-85%, DRE 85-90%
Enterprise:  Coverage 85-95%, DRE 95-99%

Critical: Coverage 100%, DRE 99.5%+




AURANAIN #6: PURANIN Trend
< 1
LAULLA:

This Sprint: DRE = 92%

..a!.. \/

fosndiae:
Sprint 1: DRE = 92%
Sprint 2: DRE = 90% <— ugaal /|

Sprint 3: DRE = 88% <— ligaswial M
— fsAunIninegls

AN (Track):
o Excel chart %139 Google Sheets
e Update YN sprint

o quuIlil (trend) lalldiamnziaian

Quick Self-Check: IQNYIT0HA?
1. "Coverage 100% — Product ready"

X #in (coverage 4l = quality)

2. "DRE 95% \1uiuned1nsu MVP"

X @n (MVP #83 70-75% W)

3. "Defect Density 0.5 = @"

? laiwil (Fogg: Useunw, type, severity)

4. "Pass Rate 95% wan release ba"

2 laiud (#1299 test quality, DRE, Coverage)

5. "WASNWANYY ApBNUNSNadaU"

v gn (DRE anas = fiaviexls)




Additional Resources
UINIFIU (Standards):

o ISO/IEC 2501022011 - ADNUABINITAMNINVDITEUUALLRNAWIS Uagn15UTLIU (Systems and software Quality

Requirements and Evaluation - SQuaRE)
e |EEE 730-2014 - NLUIUNT ﬁiill‘maﬂ’]iﬂiﬁf‘ﬁJﬂmﬂWW‘ﬁ@WﬁLL’li‘ (Software Quality Assurance Processes)
o/
WU9ED (Books):
e  "Software Quality Engineering: Testing, Quality Assurance, and Quantifiable Improvement” A8 Jeff Tian
e  "Managing the Testing Process" 1n8 Rex Black
UNAY (Articles):
e  '"The Economic Impacts of Inadequate Infrastructure for Software Testing" - 318371 NIST

e  "The ROI of Software Testing" - NSANYIAI ‘] VNRREINNITU

ADNUFINIUNT5BAUIIY (Discussion Questions)
1 A 150 25010 IndidAnyiiandmiussuuviesayer manzmele
2. WINFBUFINTENIN 100% AITUATOUARUTVBILAATD 95% DRE AMAZIABNTULNW? Lnszwela
5. auaglduiinsiamsifamuanniulumanageuldetisls
4. uaunsausTaRnngstaelidalavield

5. uineglstumnamiuanganumnavesiandunsvihnulazasiadnuedu °

LLUUﬁ’]S'J%ﬂ’]SUiSLﬁNWULEJ\? (Self-Assessment Quiz)
1 SpyANUaIEANNIN IS 25010 1 8 UsEM3
2. F1UIR Defect Density W NARIUN 30 G2lulAR 10,000 UTYIR
3. pRe Aeeglsmnnuin g0 flunsvegeuuas s #luniswan
4. AYHULANAINTEIIN Statement Coverage LY Branch Coverage ﬁaaﬂi

5. 85UNENY 1-10-100 MUANATBIAMLEN

ﬁ’]ﬁ]ﬁ)‘U (Answers):
1 ANUMLNEENYRIaNTUNN5Y N9y, UsEanSannsianswenns, anunnule, anultaudiy, anudeiela, Ay
Uaensie, anuaunsalun1singedne, anuaunsalunisuium

2. 3 UBUNNIBI/KLOC
3. 88.9%

4. Statement = USSVATNALTIUNITHED; Branch = bUNI9N5HRAUTARALTUNITHED

5. Undan st Tunswew, $10 lunisynaaay, $100 lWA1SKHER

Qlo



