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L8 UD9LTT: AINTIU:

* Internet Anazls

14
U 1 =

* SiAgnunserieilewu way Augu  *  Protocol ADBLls

NUAFNA network edge; hosts, access net, physical media
*  Sgazldung 9 wesuglunenas network core: packet/circuit switching, Internet
e 325 structure

o ¢ Internet Husigna Uszansnn : loss, delay, throughput
* aNulannnNy
® protocol layers, service models

*  JsuiFAans
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Unfi 1 WEUNISADU

“

1.1 Internet ﬁa@ng

1.2 network edge end systems (Lﬂﬁa\‘i‘da’]wm) access networks (1AT9U18
dmun1sidnga), links (Badeusie)

1.3 network core packet switching, circuit switching, 1AS98519A58N

1.4 delay (A0&@181), loss (Toyageumne), throughput (Sns Tl
1.5 4 orotocol, service models (latpanisiiuinag)

1.6 networks aglan1slaud: Aulasnny

1.7 Useiadnans
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Internet Aoaxls: yuusslulddiuUsznouved Interet

v . * Inmsieusafiumeuiimesiuau: mobile network
n cerver " hosts = A389UAIENN Nl
- lUsunsuvinauey
—/ wireless
laptop

c@iﬁ’ smartphone

e communication links
(@uvoulesnisgaas)
<<< )))) wireless

o A4 a SP vinsdu
é links " Tyuna, newng, AGWINE,
AN
__ wired o , .
links " 205777584 : bandwidth

network
an1vu

e« Packet switches: @uduiaing (Aou

= REGLHG)

router routers Wag switches
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ATl unesLLe

S0t uNdanludu +
NYINTUANINDINA

ﬂﬁaugﬂ IP

SRR

http://www.ceiva.com/

Tweet-a-watt:

ASIVADUNTLTNAIU

Slingbox: watch,
Slumadanimenisnivausseglng

Y @ a § &
ALYUDULADTLUA

InsFIB LRSI
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Internet Aaazls: YuuaslulddIuUIzNaUTBY Internet

e Internet: “1A3BUVRILATBUYTBNAUNALAN mobile network

" gliusnisduwmesidaeusosynineiu

*  protocols MUANNIT FU-ds Tomy
" .y, TCP, IP, HTTP, Skype, 802.11

*  UIMIYIUYDN Internet
" RFC: Request for comments

® |ETF: Internet Engineering Task Force
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Internet Aaasls: yuuasunisliuInig
“

mobile network

o IANATINNUTINEINTUNITINUTNIT
haWNAATY

® Web, VoIP, email, games, e-
commerce, social nets, ...

o BSYNIETNITTYUIUSUNTUTINTU apps
199907317 Internet
» Fesluonmaindudauas suteyasiou
Internet

Y Aa A A % a 6
= TRUSnsmaaenadleuiussuulusweld
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1Uslnmaa Aeaxls

“

human protocols:
o “Alusuan”
o “QuilAnnn”

[~ o w
o L UUNITHUZUINT

.. Yomnuluguiuuanizgnaaly

. IimsmeunaulugusuanIzile
lasudamnunIaingn1Talaus

network protocols:
< e Y a 3
« Wurunsadeasnuununaziduau

«  MsARRedRaITINrUALY Internet gn
AIUALLAY Protocal

protocols 77mue JULUY, 819U84
Joyanignsu-aeszninvevnsally
in50%e, uay MvumasiaUnsalie
dedasdaseldsuioya
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1Uslpraanoazls

Human protocol iy Computer network protocol:

w

Py —— TCP connection

— e

i,_,.ﬁ*‘f, request =———y
TCP connection

«——

4 response
\ ——

‘Wam/ Get http://www.as%rose—ross
<file> —

—

time

\ 4

Q: {1 human protocols Wuudun N
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Uit 1 BEUNISADU

ﬁ

1.1 Internet Anagls

1.2 network edge
end systems (éﬂ?éﬂ/mf/?/}’]\?), access networks (1A59918a1%3UNIT
19184), links (Fudousa)

1.3 network core
packet switching, circuit switching, 1AS985196A588

v

1.4 delay (m11&d19), loss (Vayageynne), throughput (BT
1.5 9 protocol, service models Qumanstvusnng)
1.6 networks Nglen1slaud: Anulasnny

1.7 Useiddnans
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lassasaiinnsausznauluae:

* network edge:

mobile network

B hosts: A9 LATRILARLOUANIDLATRITSWINDS

" Fsneddwlngaeglundidumes

e ATRVIEFINTUNITIYING, FONINAIEATIN:

wuulgane, wuulsane

e« network core:

L3WLRADINANY ¢ AINLTRUsDAY
LAT9UNBVDILATBUE (network of networks)
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LASBVIUEIMSUNISLUIDY LAY FBN1NIENTN
S

Q: vheglstarzihliaToslalenis (End system)

\Wousio edge router ?

* Aseviunsntanuiiegende (Residential Access
NW)

®  ARTYNITNDIANNLTUTEUNTBYUIBY (school,

company)

* |aspvignsnnakuuliany (Wireless Access,

mobile access networks)

Y = Ql 1 dy ]
Iviinduvaitognaen:
®  LUUAINS (Bandwidth) Ua4AIBUI8EINSUNISIND
fivhe Ineeudl ( bit per second) WWuwinls

*  gadldeevigsiununsaladiusn
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Access net: Digital Subscriber Line (DSL)

flausmaveuser wanginsAnyivu
TAEINNSWUITNANUDYD NNTIENUVDY

DSL splitter
modem

nsdeasToyauay (Hea LenNiuy

! [ =3 = | v v o
- Yosdayaniasiousedayaialudls
Aliusmsiivesieeanluds ISP uae
\w3englnsAni

\FeauayJoyagna
NAAUAIINOARN 9 KIuaIET)NTD9 DSL access
(el office daunan multiplexer

- 16&’ﬂmqa§nﬁu§mﬁﬁagjuum'%mhaimﬁww“lumsl,%amia foyanauiuilaglviuing
ToyadwiuaalvsAnluddumasiie
deagnadaruanelnsdnsiludunIavrglnsdng

- %09

e IN

Teysyaunnsdetaya (upstream) aglada < 2.5 Mbps (lngund < 1 Mbps)
Uﬁyﬁyﬂmﬂﬁ%ﬂsﬁmﬂa (downstream) 3gldne < 24 Mbps (IngUnd < 10 Mbps)
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Access net: cable network

cable headend

=SS e

-

cable splitter - -
modem L g 5

—X

oOmo —<
oOmo —<
—rOx4200

oOmo —<
oOmo —<

- OI'I'IU—<\

Channels

frequency division multiplexing: ¥@nnafiunnsfugnasluniuaNdNuanmA1eiu
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Access net: cable network

cable headend

v §&

cable splitter - - T cable modem
modem C— Ca— CMTS N
-~ =t termination system
aanvestayauazlnsimignaai ==7
AIUATILO NS NAUKIUN A TOYIEF I
wdanle59ny =>=3

e HFC: hybrid fiber coax
lauuns: dnsnsiuteyageania 30 wnnednsaiuii, nsinisdatoyageanlaga

9

2 NNz URADIUTN
. eevnsveanda, fiber auideu ThudU router vad ISP
AlausnsliieSovnesiu wiodsteyaluds cable headend
Faupneingan DSL Ansideusaluds office drunatadunuuass
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Access net: 1ATa8 LU

wireless

dewces

finaginaglunaes
\Pien

wireless access
point (54 Mbps)

DONNAAIUNA

cable or DSL modem

router, firewall, NAT

a1y Ethernet (100 Mbps)

PUADTEIINY headend 1158
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NNSLRUABLASRUSEAURIANS (Ethernet)

W« CE T

/
W@ Ep /) / //

_J \mﬂamﬁuﬁamialﬂé’q
\ ISP (Internet)
e \ / router U9ANITU
f - Ethgmet
switch

« Ethernet Unfignlgluvanaquien, uvineds, 8
9RIINTa9AYIU10 Mbps, 100Mbps, 1Gbps, 10Gbps

mail server, web servers ¥a3a@n1Uu

U301, end systems a@ulvigjaziiousiaiin Ethernet switch
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LASOUYNTSINABLUULSEe

“

o nsednelianedgnldTiuiuheeusdeinIaslaeniaiu router

" unne @anilgnu (base station) M3eNiuIN “access point”

wireless LANSs: wide-area wireless access
o meluerns (100 i) *  TwusnslaeusEninsdne, 85ad 10°s Alawums
*  onnTINTTAsAIU 802.11b/g (WiFi): 11, 54 ®  5¥%IN 1 udy 10 Mbps

Mbps * 3G, 4G: LTE

Iy Internet
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Base Station

credit: commons.wikimedia.org/wiki/File:GSM_base_station_2.JPG
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Host: @4 packets Y89U9Ya

NNNTd9V09 host :
L91UDAILUUDY application

‘wUspaniduduan, M3unin packets Nl @93 packets UAAz packet
AU L bits

/W?@ L bits
-d9 packet 1dAT0YY NUBRIINTTE R .

BRN51N1589V049 link, U19ASIALSEATT
AUURY link %138 kUUAINTVD4 link

<@
R: link transmission rate

host
auadlunsene LaNAaIbtlunnsds L-bit L (bits)
Iaupacket - packet WU link = R (bits/sec)
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ADVINTUNTIN

*

bit: msdedyanuanatesdiieyaluiasiesiuteyalne twisted pair (TP) FIELNAEIA
azasndusias 0 fiu 1 < y y e g
. . * Wumsliagnaaunsiuauiuiundunied N3 2
physical link (83ANNNIBATIN): FNBBUADTENIN o~y
\ATRIdILAzIATRITUTRYE = Category 5: 100 Mops
ﬁLaﬁJﬁQﬂﬁ’]: 1 Gpbs Ethernet
" fiber optic,anevatuns,coax tneazgnintulumia = Category 6: 10Gbps
Aelanlaniuans

fpenlilagnu:

" Bumsnszaedygralum wu dygraing
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Unshielded twisted pair (UTP)

“

a1e Cat 5 wag Uan RJ 45 neluane Cat 5

credit: www.wisegeek.com

credit: http://www.shke.com.cn/js/upfiles/files/bigpic/CAT5%20UTP.JPG
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Physical media: @18 coax, @8 fiber

“

coaxial cable: fiber optic cable:
*  shihdynrunelugaaziduuny o aglouMTUIIMIEMTNITNTULAS LeagATILnNY 1
NoLLASIUTNMhdyQiuan bit

aunsalaunelUUatenig . 9 “
y © YNUAIBANUTIEN:

[ ] i i 4 1 kY
bidirectional MseetoyaseninedesgaiienuEIgs

- sesfuntsdedoyauuuassiamaisaduuazdainduls (Fpg g, dnsInsaneleudaya 10°s-100’s
Tunafeaiu Gpbs)
* broadband . SamanuAanane:
. ﬂﬁ?iamssﬁagaﬁéf’mmﬂuﬂﬁaiqm'm FoyeyraulenFoue : ﬁaquﬂmaﬁé‘;ﬁm@ﬂm (repeater) Wussog 9
fulpgliisudsdasarmioonaniy ~ Uaenduandugnandunindnluiihsuniu

= HFC (Hybrid Fiber Coaxial Network) Hulasaed
NENNATUIZNINS Optical Fiber Cable wag Coaxial
Cable
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Co-axial

“

credit: http://images.maplin.co.uk/full/xs51.jpg
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Physical media: AaUANg
S

% 1 dl 1 [ -4 dl dll ~ .
. dyanagndsiulunduusindnlidh Usetnnnsieuleauuunauine.
o aiflansdausanianienin * microwave uuitulan

o Y = 0. ¥99AIHNAINIDY 45 Mb
«  Aoaslanuuluuaesiang 58 TR &
o LASEVIYNDIU LAN (e.q., WiFi)

a a &
o TYHANANIENUIINEILLIN :
DI1YIUNANIZNUINNAILLINADU 11Mbps, 54 Mbps

s Sdunnaasiiou « LATRUIVUIANIINUIN wide-area (e.g., cellular)
o o4 3G cellular: ~ few Mbps
B UNIENNAYIN o puAILTe
" LARFYIMTUNIU - Gdaqeiqﬁﬂmmﬁam Kbps to 45Mbps channel

(30 YosdsIIAaNaIY)T0q)
- 11 delay 9nUanen1sdatanenig 270 msec
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Uit 1 BEUNISADU

“

1.1 Internet Aaagls

1.2 network edge
end systems (1ASasUanenng), access networks (1ASEUNBEUTUNIS
9139), links (Badouse)

1.3 network core (n14¥a9 Network)
packet switching, circuit switching, lAsvas1NIATOVIE

v

1.4 delay (m11&d19), loss (Vayageynne), throughput (BT
1.5 9 protocol, service models Qumanstvusnng)
1.6 networks Nglen1slaud: Anulasnny

1.7 Useiddnans
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The network core & I

©  2YMLNUVBUATOUNY

e Router Wausaiuldun1vne

»  packet-switching: hosts wustayaiu
noUq N3enan packets
v Y] [
= Tpguininansuee Core AABDNIT
deriudeyaanndn router nilsludsdn

router NHINIURIARI 9 31NAUNISIY

g9UangNIg
1 1 al' < Qi 1
" umag packet QNAIIAINUIIZIAANULG

6 1

avaanazasle (Best Effort)
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’gﬂ'ﬁ'ﬁﬂﬁuaﬁ Switches uag Routers

credit: http://www.fcs.com/images/products/networking/switches.jpg
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M lusenIn Switch

credit: http://aimblog.uoregon.edu/files/2013/10/shutterstock 92434231-2jdazz2.jpg
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Packet-switching: store-and-forward

L bits
¢ 1 packet

321

AN R bps kq R bps % Uaranyg

+ 1 L/R Tunit Tumsdsdeya (Fueen) L-bit M08 19UURIN hop:
1 U a faA <
packet N UlUGIRIANIAMST R bps - | =75 Mbits

*  store and forward: packet MINUARBININY

: R o = R =15 Mbps
router fAouWargNaIlUs link daly

= ANNAIINNTANEloUTRYARD

il hop (transmission delay) =

o AuaINNUaemmie lU gD nUanenianile 5 sec

(end‘end delay) = 2L/R (ﬁﬂJﬂJa ﬂrgr]lléf]%}rﬂUﬂr]j ﬁ]%Wﬂﬁ\‘imﬂudﬁ’]mﬂﬂ’i’ué’s y :f‘:
LAunnsveadyan (propagation delay) 1y 0)
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Packet Switching: queueing delay, loss

B/ b -
) . = D
plackfts G]@Q;i’eﬂ‘h!ﬂ’l e
neufiazgnateanty

AUAITIINNTADAALNITFUNILVRIVDYS

« lunsdli dnsnsSudeya (31 bits) geiuniidnsinisanaleuteya (transmission
rate) LuszazIamil;

- 9u15udl packets AiRfIEITU 9 LileTeREgNatRRnly
- packets z43ugn#3lU (dropped (lost)) TunsgliiAa (138 memory) LA
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2 MUINANUDY network-core

*

routing (uaunIv): MIEUNITENINAY forwarding (a7 Packet): \de
N9-Uanened packets AUNLY packets 310 input VB3 router TUd output

U84 router NQNABIMINT A

- lngle routing aleorithms

routing algorithm
local forwarding table %

header value

output link

0100
0101
0111
1001

3
2
2
1

fleguanema gazylilu header % | | %

V99 packet 189U
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core dnvUANIN: circuit switching

w%’wmﬂsmﬂﬂmamﬂﬂé’qﬁﬂﬂmsﬁmﬂgﬂﬁ]aw%@ q
IAATTIANSU “NISLTDUAD” TEUININUN 1T \ \ *7
azUangnig: /

o PINWEUNN, WHaz link HuUsznauluaie 4
circuits.

= ANSIRUADLYANEINATA 2 10 link ANUVU LAY @ne
29959 1 270 link 119977

s dedicated resources: Lifinslansnenssuiuly
nanfAeTu >

s JUSEANS AN o ULR9E187995 (B1unsasuUse iy / / \
AN LA) |

©  @183995919N204 (circuit segment) aglallagnly —

nuinlifiveyads (dnrsuvedunsweins)
e Teeund azlaluszuulnsdmnyionu

unin 1-33



Circuit switching: FDM versus TDM

FDM

frequency

TDM

frequency

Example:
4 users N

time

time
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Packet switching versus circuit switching

packet switching 5095UFIMIUALY network 179037

AIDY:
= 1 Mb/s link
= each user:

® 100 kb/s when “active”

® active 10% of time

circuit-switching:
® sea3ufld 10 Ay

- packet switching:

® ses5uldle 35 Au Lileaan Armninay

un Jl4 10 Auag active wiaudutloaun (
< .0004) *

* Check out the online interactive exercises for more examples

\ A\ 4

1 Mbps link
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Packet switching versus circuit switching

“

packet switching {uguguu slam dunk w3aUan

o AdwSuteyanunldadaneuin 9
" SERNS NS NeINSIILAUY

= §18n71 WA setup AMILTDUAD

« JDuldldnasiimnududsnniiuly: packet anfisth wazgamne

" Jududiesdl protocols dmsunisanaleudeyaiiotiold, ¥sen15AIUANAINLESN
«  Q:9wyl% Packet Switching Juwilou Circuit Switching laegnsls?

" fnnsuseiusuuiinddmsu app Nilveyaldeazinle

" Finadulgmnseauuilonsly @1uuni 7)

Q: aDIRAMIAIDLIITOU 9 AANDLUTBUNBUNITIBINTNEINTANU (circuit switching) AU n1slEnSwensmu
AoIN15uladlnly (packet-switching)?
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1AS9E519UDY Internet: LATOVUYUDIUATAUE

“

a = 1w 1 Y a a § ®
\ATesUanenadensany Intemet 61U access ISPs (HlUSN58umasLln)
HAUTNITIEAU N1B90Y, UTEN Uag UMIneae

Tuvausifeniu gliusnisdumesideffousowinieiu
- 91l hosts anunsaas packets Lilaauay o Negvislnala

~ =~ 1

Aanidusdfe ASRU8VRIATRUBNTULDU

eCe_

Awunnsgnduefeulay an1mAsYgng wag Uleu1gsEaAuYI

v

nesunslassadedagiuresdumesidnfiazdunauiu
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1AS9E5719U8Y Internet: LATBY8UBIULATOUNY

7072 AAUAL access ISPs 431171 1,000,000 wiAd, 98L38Us8 ISP Reanuadniula
28149}5?

e
e

e
e

e

<

e
e

e
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1AS9E519U8Y Internet: LATBVYUBIUATOUY

n9aen: MTNIvTeusousas ISP AU ISP 8unn ISP n3oUa17

“‘ ><
”,’4.

v““
NISWONADNITIIDNUARE ISP Aulsiazdy ¢

Tnensala scale: ON?) connections.
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1AS9E519U8Y Internet: LATBVYUBIUATOUY

Naen: 1eusausay ISP iU global transit ISP? ISP iilugna uae ISP #liusnisesd
JOPNANGINITENINAY
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1AS9E5719U8Y Internet: LATBY8UBIULATOUNY

agliusnisdumesidadinlanuiiadnanunsaviiiilsle Nasisudauws ...
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1AS9AS19994 Internet: 1ASEUEVDILATOUNE

agliusnisdumesidatinlanuiiedanansaviilsled AaeSudgus ... Mavousariu
global ISP fmefunaunsainla

Internet exchange point

L]

peering link

- -
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1AS9AS19994 Internet: 1ASEUEVDILATOUNE

.. Wag networks @mgiinia Anulaainnisideusieinluiu nets 989 ISPS

regional net
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1AS9AS19994 Internet: 1ASEUEVDILATOUNE

.. k8g content provider networks (11, Google, Microsoft, Akamai ) @111503LaEIANT
LASBYILVRIIDILA, @1unsaliuIng, wazdslayalulndiugldle

o<
$
N

IXP
= R “

ontent provider network

———
TR —_— = \
(=< >

_—_— S
. > —~—
==

R

———
e . 3
E: ——

=

-
- .-

regional net

e
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1AS9AS19994 Internet: 1ASEUEVDILATOUNE

T

Tier 1 ISP ' Tier 1 ISP k Google

Regional ISP ‘ Regional ISP

el > @@!

o RTINaN (@ core): HiaTevngaualrg@ennanuduIuliuin

o/

@/
o

=

" “tier-17 liUSN19Bumesladanalud (e.g., Level 3, Sprint, AT&T, NTT), ASoUAAY
SLAUBRLALU UL

" content provider network (e.g, Goosle): Wa3eva@ L dausaiu data centers
YDIAWBUUIAU Internet, N1UNIN tier-1, regional ISPs uvi 1-45



Aliusn1sBuwesideduil 1: e.q., Sprint

INUNJer B2

— POP: point-of-presence —

to/from backbone

'. P H‘Id
~ "
peering
ORDOVA
CISCo ',
Th
Ja
N\ T

f 0 -: b
h“.i to/from customers
&

Abilens @

o |
@ Sar _
i [FETLE @1 : o
El Paso L J
KILLEEMN .
rrnosillo
o o
Chihuahua @ >
San Arton
Monterrer
Toréon @ [ ]
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Uit 1 BEUNISADU

“

1.1 Internet Anogls
1.2 network edge

end systems (1ASasUanenng), access networks (1ASEUNBEUTUNIS
9139), links (Badouse)
1.3 network core
packet switching, circuit switching, 1AS985196A588
1.4 delay (A773187%7), loss (ﬁayagfy%w), throughput CLERIE L),
1.5 %u protocol, service models Qumanstvusnng)
1.6 networks nelan1slaud: anulasndie

1.7 Useiddnans
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MsgauElazANaItLAnTulnag19ls?

- o
A1 packets 71 buffers Tu router
+  FuuTeyaves packet NUNDIgINIIANNANTAbUNTEsUaYaRanlY

*  packets 3ADIBAY, FALNENAEYNAIaanlY

packet fdagnaseenty (AinALa1E)

ALl
\g\ﬂ?ncml B
W A

e packets Nésspaglufl (inALET)
buffers vinseg

GO

packets Ngnasnfsaglauiisly (Ann1sgamie) ekl buffers 309
GNYRRRE
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Four sources of packet delay

transmissiqQn

A q\l 4_plropagatlon N

[ | —<
|
B Q/
nodal
in
processmg quedens
dnodat - dproc dqueue t dtrans t dprop

dproC nodal processmg o’queue queueing delay
s $59980U bit 71 errors " anfiseli output link delaya
- 1 output link " Juediu AUAUAIYBA router

= Unfazlaianuasnin 1 msec
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Four sources of packet delay

transmissiqQn

A q\l 4_propagatlon - —_—
B Q/ [

nodal
ueuein
processmg 9 s
dnodat - dproc t dqueue t dtrans t prop

d. __:transmission delay (a1t1a1nn1sa7ey o

trans’ orop: Propagation delay: (@19191nN"3
loutoya): LAUNI)

*  L:Au81Iv88 packet (bits) * g S2EEVn9ved physical link

* R bandwidth vasgunsal (bps) .

S: ﬂ'ﬁﬂL%'ﬂ%@ﬂﬂ'ﬁﬁﬁ%@ﬂﬂﬁ ﬁﬁhmmg’mﬂ‘ﬁzmm
¢ dtrans =L/R (2X108 m/sec)

dtrans and dprop ' * g =05
* Check out the Java applet for an iM@f‘ye d\lfﬁﬁ@ﬁ@ﬁtm vs. prop delay
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WIS ULLDUVUIUSDEUR

YUIUTOLUA 10 AL e

ATUINS

Propagation: SOgUATULARBUAIEAIIMEY 100
NU./UU.

Transmit: 39918AUINSIENAT 12 Juidmiu
ANSUSANS (USANS 1 AU L@luandsl ov)

FOUUA ~ UN; VUIU ~ packet

%
U

f)']ﬂ’)l/ IGUL’JaWu’TL!LVﬂVL’ﬁ "UU’JU?@EJU@?‘V]QMNWR]S
Lﬂaaumwmmammmim 27

ATUINTS
IAITIVUIUTALUA 10 AUAZHIULA
F1A1UINIshUg hightway = 12*10

= 120 UM

L'amﬁuaﬁasumﬂuammamﬂamma
AUSANST 11‘1Jaf\mmammﬂfﬁw 2
100km/(100 Au./v4.)= 1 hr

AI98Y 62 U9
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WIS UL UTUIUSOOUR (LNLLFL)

YUIUTALUA 10 AU WY WY

ATUINS ANUSNS

AUNFAINTOOUALTAIULEIN 1000 NL.FABYI.

LA ANNAYAIEAIUINITINLIAY 1 uhl dmSuuInissasus 1 Ay

A7974 : ATOPUANNNIRAILANUINIGA 2 NEUNIAIIWAIUINITN 1 AUINITTOLUANY

NUAVISDLL ?

1%

A-d 1 gy 7 wiisagudAun 1 9811099ndneaIUINIS 2 LasmaesasuRan 3 Aul

AINYAIVTNISN 1
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ANNAIY1NINNISTDLUAD (BNASINT)

elay
Pranadelulnesuiunsanaiiuiiniiaiue infeda T 4 :
S o w & @
Junssawinifaiugnaseeniy © :
on
= - |
Fanfo %NnmmmﬂLﬂmmaﬁaaﬂuﬂﬂmmmqLL‘wmﬂm @ |
ﬁwm‘mmmaaﬂawmuaaﬂlﬂiwwmLaaﬂau v :
o I
) |
r%n |
. . . . I
® R link bandwidth (bps) A113U84 link 9 .
© |
® [: packet length (bits) YuIAIBILANLAR !
4 y T— —> La/R
® a:average packet arrival rate ALRAYNITUIVDILANLAN ATILTNTBIURYR 4

= La/R

* /R~ 0 ANRAsUNaLTIUNTIBAILDY
*  [a/R->1: anadgnanldlunissafiuin

* Ja/R>1: ﬁﬂ%mm%’agaﬁmﬁaﬁaL?Juf\i"]mumﬂLﬁuﬂ’jﬂﬁﬁ]ﬂﬁu%mﬂé’
AnadsnalglunisseAndusiiug

* Check out the Java applet for an interactive animation on queuing and loss

La/R -> 1
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ANNUANY LA LEAUNIITNATUDS I Internet

“

AUAITLALLEUN I LAATULS Y Internet 1Wuagnals

traceroute program: JSLATUAILIAAIIUAITINAABALEUNIANAUNILUDS
router A9 9 MaRANINLU Internet ulufIlatgns

d1M3UNN ¢ router i:
_ @4 packet 3 packet flaziiunslusadumesuudunisiagludanenis
- router j 9zadavayanaunduludads
- A9z InYIIANTENINNITAUAZNITABUNSU

3 probe
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ANNUANY LA LEAUNIITNATUDS I Internet

“

traceroute: gaia.cs.umass.edu to www.eurecom.fr
AIAINAIT 3 ANIN

gaia.cs.umass.edu LU cs-gw.cs.umass.edu
cs-gw (128.119.240.254) 1 ms 1 ms 2 ms
borderl-rt-fa5-1-0.gw.umass.edu (128.119.3.145) 1 ms 1 ms 2 ms
cht-vbns.gw.umass.edu (128.119.3.130) 6 ms 5 ms 5 ms
jnl-at1-0-0-19.wor.vbns.net (204.147.132.129) 16 ms 11 ms 13 ms
jnl-s07-0-0-0.wae.vbns.net (204.147.136.136) 21 ms 18 ms 18 ms
abilene-vbns.abilene.ucaid.edu (198.32.11.9) 22 ms 18 ms 22ms
nycm-wash.abilene.ucaid.edu (198.32.8.46) 22 ms 22 ms 22 mS LAULSDUUIY
62.40.103.253 (62.40.103.253) 104 ms 109 ms 106 ms <-\)
de2-1.del.de.geant.net (62.40.96.129) 109 ms 102 ms 104 ms UAFYNT
10 de.frl.fr.geant.net (62.40.96.50) 113 ms 121 ms 114 ms
11 renater-gw.frl.fr.geant.net (62.40.103.54) 112 ms 114 ms 112 ms
12 nio-n2.cssi.renater.fr (193.51.206.13) 111 ms 114 ms 116 ms
13 nice.cssi.renater.fr (195.220.98.102) 123 ms 125 ms 124 ms
14 r3t2-nice.cssi.renater.fr (195.220.98.110) 126 ms 126 ms 124 ms
15 eurecom-valbonne.r3t2.ft.net (193.48.50.54) 135 ms 128 ms 133 ms
16 194.214.211.25 (194.214.211.25) 126 ms 128 ms 126 ms
17 * % % «—

18 * * * * wadldiinsmeuaues (probe gayving 3o router Linau)

19 fantasia.eurecom.fr (193.55.113.142) 132 ms 128 ms 136 ms

OCoOoO~NOOIRWNE

* Do some traceroutes from exotic countries at www.traceroute.org
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Packet Loss: migjﬁgmmaﬁaﬂﬂa

“

® @7 (1139 buffer) 1AUYINA

a

® packet Aunsnisaifiuaglau router Aelumsnas
buffer LAY

® packet MmeluanagnaalnilagiaInsunie se a19lignas
Tnifilel

buffer i .
packet MiNNalAUES

A N/ V‘Lmﬂméﬂ,um)/
T 0
B Q/l/

\packet A891109 buffer mmuamvﬁwmfflﬂ

»
>

* Check out the Java applet for an interactive animation on queuing and loss i
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Throughput: 8057U5H0 ALY

® throughput: §a51 (bits/yeinan) As1uudnazgnasseninsddauas
Ay
B il (instanteous): msnanIE o Uny i
B 0dy: Seranudedslurisnmiieniy

m—

Ny N N 2
server sends bits pipe that can carry pipe that can carry
(fluid) into pipe fluid at rate fluid at rate
R, bits/sec) R bits/sec)
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Throughput: Fa1USnaunuAld (i)

- R, <R, What is average end-end throughput?

@}} R bits/sec | % R, bits/sec »D

% R, > R, What is average end-end throughput?

@ﬂ R, bits/sec j R bits/sec »E"'

— bottleneck link
link on end-end path that constrains end-end throughput
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Throughput: 14 Internet

—h
.

—N
L
:
|

B |
v ’ 2l
R S

|

=
=
Ed
=
¢

. throughput sIaUTINNISLAFDNADAN

Uanemwilugdnuanen1eanile 1an

wnu - min(R, R, R/10)

- TumaufjUs : R w30 R ezl

ARUIR

A5LeUARNY 10 2zl link Mdupevn (R

bits/sec) SIUAUDENUN UYL
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UNN 1: LLWNUNISEDU

“

1.1 Internet Anagls

1.2 network edge
end systems (1ASasUanenng), access networks (1ASEUNBEUTUNIS
9139), links (Badouse)

1.3 network core
packet switching, circuit switching, 1AS985196A588

v

1.4 delay (m1ud19), loss (Vayageynie), throughput (BT
1.5 91 protocol, service models (lsupani5lnusnag)
1.6 networks nelan1slaud: anulasndie

1.7 Useiddnans
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¥V
/

BUUDY Protocol

“

\A3eYN8LANNTUgD U1z USENaUlUMeaN ¢ daul

- hosts %39 LATBIABUTNIADIUANYN
- routers %138 gUnIalluNIsAUMILEUNIS
RGN NG RIZaNG

- applications ®3alUsunsa

- protocols %39 Tafuanlddunnsgiudmiunis

ADAITLMINNADUNILADS

- hardware, software

AN

nAlaseu daunsalnane o ogsly
LASOVNE LLALS1ALLANUMIILUNITIANT
1AS9ES199URaUNISYINULAS B T

syidsunsaly
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1ASIESINNISVINIIUYBINISLAUNILAULATDIUY

“

ticket (purchase) ticket (complain) 4
baggage (check) baggage (claim)
gates (load) gates (unload)
runway takeoff runway landing
airplane routing airplane routing

airplane routing

YAVDITUNDUAN 9 TUNITAUNIS
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v
/ U/

A1AUTUNISTINIUTDINSLAUNILAELASDIUY

ticket (purchase)

baggage (check)

gates (load)

runway (takeoff)

L

ticket (complain)

baggage (claim

gates (unload)

runway (land)

airplane routing

airplane routing airplane routing

duluduaiaan

AUETAIUANITINTNINAINAN L RTINATY

layers: Wiagtun15vNeuazluusnig 9 wils

* Tparlunisnsziinigluusias Protocol (Protocol ulaifass)

* lAgaAuUINITURITUNYA WAL

airplane routing

dunduugn

ticket
baggage

gate
takeoff/landing

airplane routing
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o v I o [~ 5
N URBLUINISYINNUTUTU layers?

*

WasuilaNusTUUNGUTDU:
+ Tnsaadendautheliszydmlsenounng o wazanuduiusvesszuy
fidudou
=, 93 Model GZJ’eNLLﬁaz%uﬂﬂiﬁwqwuﬁ1%51QSqLﬁ@lﬁ@’aaﬂLLUUU?ﬂwﬂﬁu
« mM3ilidu module thevilinstisssnm wag Ufuuseszuudubes
87y
'ﬂl’]iL‘LJaiIEJULLI‘Umﬂ’]ﬁ‘ﬁﬂﬂ’]u%mﬂ’]iU%ﬂ’]ﬁuLWiaz%uLﬁulﬂiuﬁﬂwmziﬂﬁﬂﬂ Gie)?
au o Nhdifgvesaglisdnmnulisunlag)
"oy N15UAsuwlasaINIEUILNIST Gate vosaunduarlinsenudiudu 9
VDITHUU
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Internet Protocol Stack

ﬂ

application: 995U app A1UATDVUIY

BETP, SMTP, HTTP spplication
* transport: MIANELAEUBYATENIN process

"TCP, UDP transport
* network: NMIUNHUNNEIVBYAIINAUN

TUuanenna network

"|P, routing protocols | ink
* link: Mydeayasenitegunsaiiioginiu

"Fthernet, 802.111 (WiFi), PPP ohysical

physical: &4 bits “lUuuany”
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model 91984 Y849 1SO/OS|

* presentation: ¥4 app ARNUNNIYVD
TaYa, LU N33 N5UUER Tennasig

application
AULANIZLATDY
, o0 Y& o d N o presentation
* session: ﬂ']'ﬁﬂ/]{[,‘iﬁl,ﬂu%\‘i%'ggﬁﬁﬁ]lﬂa']LﬂEJ'Jﬂ‘L!,
N15¥NANTIAEBY, NTNAUYBYS session
e Internet stack lu#l layer 91911l transport
. a\ 1 dgl v v o b2 o o b2
Usnsimai (219NABIN13) AU lUYnlY network
YU application
link
physical
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source Encapsutation:mﬁﬂ/‘iaﬁ:m%ayja

message M e —————————— e —————
segment |H,| M transisport \
datagram [H,| H] M netyork o
frame [H|H,| H] M lipk hadl
phy:lsical
lInkK
physical C‘?
switch
destination H| Hi| M network
M pplication Hy | Pl Fe] M Iinl.<
H| ™ ] [|transport | \wee physical
Hyl Hi| M network Q
H[H | H] ™ link / router
physical
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UNN 1: LLWNUNISEDU

“

1.1 Internet Anagls

1.2 network edge
end systems (1ASasUanenng), access networks (1ASEUNBEUTUNIS
9139), links (Badouse)

1.3 network core
packet switching, circuit switching, 1AS985196A588

v

1.4 delay (m1ud19), loss (Vayageynie), throughput (BT
1.5 9 protocol, service models Qumanstvusnng)
1.6 networks 78/l9n715)048: AIUUaRANE

1.7 Useiddnans
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ANUUADANYVDILATOUE

“

¢ AIUNITSAVIANUUADANULATDUE:

BNINLaTalanAATevIeABUILMBS
WAs1RzaNnsaunleunsarIgNNIsiaNm
wN1seenwuuanUnenssuniginuiuneanislaus

q

«  Buwsndumesitialilagnesnwuuanlviiacnulasady (Wnwinnens)

original vision: “nanvesgidlindadeiuLagfuiliouseiy
wIetefiunuarldiiorlstiestu” ©

poutivsloutnesnuuy Internet orotocol Aginilautaunuladuiy
attacker (mulslviuge)

WTIERBIiasIAulasnfslunn q du |
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7579 1d malware wWlUlupIasnuasatie

“

- FawrsarunsalUaglueiasleann :

= [957 : @n virus iInzRuvIndunales 1y SUATR 1T eaennge
191U (U Ilauuuludiug)

= 1350 fin worm sgdiuvidundedla wanimaseslawdilivaslile
download n5a1dn file Aaeftes (Felvisuiasrinaule)

s v = A ¢ & o v | v <
o alewds anunsaduiinnisnawtudias, dunwedily, deteyaldinusi
Lne3eswesne

o ATRIRRARANNNSana1eu botnet, TdmsuawUy, Taufkuy DDoS
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N518: LAUR server uag LATaUNE

“

N15Ua5175U3773(D0S): {lanavinliseuy (Wi kuusis)
Igawlslavseiiline lngdatayauasudruiuannlyiunineinsgs
1171)

1. i@onidinang
2. zlunlgansou o Wy

3. danat AU runenulganlauay

umii 1-71



N5189NTU packet Ao ula

“

" Y < 1 no
17300V ULUNALADN 1T .
« Anludeuvunszans (1Wu Sisediun doldane Aldsmiu)
" nSeduiidenasesiunialy (igneaad mode Tl promicuous) aveulay

JunuAALNaNIuanNiIuluuLn (iawlﬂﬁﬁﬁamu!)

y

src:B \ 3
e e

FaNHLISUD wireshark TadwsunisanduuiaLnna (download #3)
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NSwanunsaUasunag (¥e) vauasasle

IP spoofing: send packet with false source
address

L]

«———src:B|dest:A| |payload |

. ey nungulusasariuvasenne (luuny 8)
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UNN 1: LLWNUNISEDU

“

1.1 Internet Anagls

1.2 network edge
end systems (1ASasUanenng), access networks (1ASEUNBEUTUNIS
9139), links (Badouse)

1.3 network core
packet switching, circuit switching, 1AS985196A588

v

1.4 delay (m1ud19), loss (Vayageynie), throughput (BT
1.5 9 protocol, service models Qumanstvusnng)
1.6 networks Nglen1slaud: Anulasnny

1.7 Useiamans
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< a N~
AU U UUUDIDULA DT LUS)

“

1961-1972: %ann135 packet-switching 21!59/@4.4%‘7

1961: Kleinrock - NgufuaIney wans * 1972

TsiudeUse@nduavas packet- " ARPAnet WnN3A0819ga550uE Y

switching B NCP (Network Control Protocol) 1Uslpmoa
1964: Baran - packet-switching Tu leanfannaNULgaRALLsn

LASBUIYUBINNTS = JUsuASURLLALUSLASULSA

1967: ARPAnet nafislag Advanced " ARPANet i 15 Tyiug
Research Projects Agency

1969: N5YUlYUALSAT ARPANet
node

THE ARPA NETWORK
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< a N~
AU U UUUDIDULA DT LUS)

“
1972-1980: NI15L¥0up93¢%INIATYE, new and proprietary nets

1970: 1A58919A1L7181 ALOHANet Tugnine

1974: Cerf and Kahn - a01UneNIIUATEUNY
NpURDAU

1976: Ethernet at Xerox PARC

late70’s: proprietary architectures: DECnet,
SNA, XNA

late 70’s: switching IS AAALETIVBA
packet (Roufagunluy ATM)

1979: ARPAnet 1 200 lviun

Cerf and Kahn’s #&nmsifiousoszning
LASDUNY:

" minimalism (Qeunsvauiites
figm), autonomy (Fannsnuadlé)
_aiflenusnduluniswdsunlas
meluriorneifieNazidouseluds
ABUDN

" TuipansTvusnsuuuneneiige
(best effort service model)

" outer lU@DAAUANULVDINT
PR (stateless routers)

" n5¥978N15AUANDNLY

AvuadgananssnauuuaIdulnasius
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< a N~
AU U UUUDIDULA DT LUS)

“

1980-1990: 1Wslomaalvaly inTa9180mI10WIna7e

e 1983: n1slgauues TCP/IP ©  LATRUYTTAUTIALNL : Csnet,
« 1982: Jenuldslamea smtp e-mail BITnet, NSFnet, Minitel
. 1983: fwun DNS luvasanderdu |
loNanLn s e 100,000 loanvaumslidaunsnung
« 1985: Hgnuluslamoa ftp A9 9

«1988: 14 TCP muAuANLAUAS
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< a N~
AU U UUUDIDULA DT LUS)

“

1990, 2000’s: ludamrgdvel, 13U, 1sunsuiszensiivalg

* fuqyA 1990: ARPAnet enidnnslyay Uangaaa 1990 — 2000 :
 1991: NSF 97dan15tu91u NSFnet Tu * apps 199 9 1INVU: instant messaging,
Wawalve (enidnnislgaulud 1995) wusnduuy P2P
* fuqgA 1990: Web o« AanulasadeaATeUIslusEAUAY
" hypertext [Bush 1945, Nelson 1960’s] e Uszanad 50 auladn,
® HTML, HTTP: Berners-Lee 100 euglgen
® 1994: Mosaic, later Netscape ©  MIYDUFDLATDUILUSNVINUNTEAU

=" Yawgn 1990: LIURININYE Gbps
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< a N~
AU U UUUDIDULA DT LUS)

“

2005-U9gUu

Uszaned 750 anuleas

= Insdndidedolazuiuian

- MslgnuAgnlunsinfsusenluua

. ﬂ']ﬁl,ﬁwﬁuﬁuaqmw?j'amiaLﬂ%sziwl%fawmmﬁaqq

. msieTureuAsetiednuosylat
= Facebook: iifld 1 Wuduauludiil

- H{lUINITAN9 9 (Google, Microsoft) a3519A50UN8UBIRULDS
" Bypass Internet, USNS "Aumuuiud’, Sid wazdug

- MImdvdnBiannsetlad, unInederia 9, 93Anseng o Walvusnislunay
el “cloud” (8nF9819 WU Amazon EC2)
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asuuni 1

ATOUAQUIIDININIY !

Fainalle:

9

° mwmmm@umaﬁﬁm

o lUslproanoazls?

. . o o AW, ANTIY, AUTANDITD
o AUV, AVULNUYDILATDUY, &I o

N1SLUID9LATDUNY il
" packet-switching VS circuit-switching
= lAssasnadunesiug ¢ SIYALLDUALUUNLANDZH UL |
o USLANININ: m'ﬁqzylﬁa, ANANTN,
9N TINITAINIY

©  PUA 9, JULUUNITUIANS
e ANUUARANY

<
o AMULIUNN
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Credit HuUa

“

1 56910040
2 56920001
3 56920003
a4 56920004
5 56920005
6 56920006
7 56920007
8 56920336
9 56920337
10 56920338
11 56920339
12 56920340
13 56920341
14 56920343
15 56920344
16 56920345
17 56920346
18 56920347
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UNAIAEE dniBe
uesuAng Jdialsnia
WgUnNUna 1efs
WgUTLUAIT SHuna
fuesnsAsud shugny
weiuley Sanvudl
Wydn T LEnUselasg
WILTUNUS AvITENA
westuns wilesu
wenagy Twsey
UNATINTNT T VIYNIUTT
wetians Jgyaania
WNINGETnU 9A5Ty3e
WLV IUEETUNNE
WIgaNysl RANTIUINS
WIBFVIF NUE
Wgenwa 8eulY
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